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Commvault® Cloud Backup and

Recovery for Google Workspace

Protect productivity data from cyberattacks, disasters, and
operational mistakes

OVERVIEW

Google Workspace, a suite of online communication and collaboration tools, has become a go-to platform for
productivity, but with its cloud-based convenience comes the need for robust data protection. Commvault
Cloud Backup & Recovery for Google Workspace delivers enterprise-scale protection and rapid recovery for
Gmail, Google Drive, Shared Drives, Contacts, and Calendar.

CHALLENGE

Google Workspace powers the day-to-day operations of modern organizations, but even in the cloud, data can
be lost. Data loss or disruption, whether from accidental deletion, insider threats, or cyberattacks, can result in
missing emails, files, or inaccessible calendars, directly impacting business continuity and productivity.

of organizations experience SaaS of organizations require days or
data loss from malicious deletion weeks to recover lost datad’

While Google is responsible for the availability and performance of its platform, the responsibility for
safeguarding the data living within it remains with the customer. Without dedicated protection and rapid
recovery capabilities, organizations can face prolonged downtime, critical data exposure, and potential
non-compliance.

SOLUTION

Commvault Cloud Backup & Recovery for Google Workspace provides automated protection, fast granular
recovery, and a unified experience for safeguarding your critical communication and collaboration data in
Google Workspace.

With Commvault Cloud, you can:

e Comprehensively protect data across your Google Workspace environment

e Quickly locate and recover data with powerful search and flexible restore options

e Support long-term retention of data to help satisfy legal, regulatory, and internal standards

¢ Help accelerate legal, audit, and compliance requests with optional eDiscovery Compliance Search

e Protect Google Workspace and other on-premises or cloud application workloads with a unified platform

ENTERPRISE-GRADE PROTECTION

Automate daily backups and achieve rapid recovery of critical email communications, documents, contact
information, and more to minimize disruption to business productivity.

1 Unitrends, The State of Backup and Recovery Report 2025: Navigating the Future
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MULTI-LAYERED RESILIENCE

With stringent protection standards, privacy protocols, and zero-trust access controls, Commvault Cloud
provides multi-layer resilience to help minimize the effects of cyberattacks and combat today’s data
loss threats.

EASY TO MANAGE

Protect Google Workspace alongside other on-premises or cloud application workloads, including Microsoft
365, Dynamics 365, endpoints, and VMs - all from a single platform.

Capability Features and Benefits
Comprehensive Data o Automated, policy-driven backups for Gmail, Drive (including shared Drives), Calendars, and Contacts
Protection

o Metadata backup to restore data to its original state, including sharing and permission settings
o Automatic discovery and protection of newly added user data

o Flexible retention policies configurable up to 10 years

eDiscovery Compliance Search to rapidly find documents and files across your backups for legal or
compliance requirements

Fast, Flexible Recovery e Recover individual emails, folders, files, and more to any point-in-time

Restore full mailboxes or entire drives

Flexible in-place, out-of-place, and cross-user recovery options

e Granular search helps pinpoint specific emails or files for recovery

Multi-layered Resilience ¢ Backups are air-gapped and isolated from source data
o Layered security that meets industry standards and supports regulatory compliance
o At-rest and in-flight data encryption

e Role-based, SSO authentication controls

Saas$ Simplicity « Extended retention and Google Cloud Storage included
« Unlimited storage option to meet business needs without limitations
« Student user licenses are free. Only the capacity used counts towards capacity entitlement
« No hardware or large upfront capital investments

« Automatic updates and maintenance built-in

SUPPORTED APPLICATIONS TRYIT

e Gmail Sign up for a free 30-day trial to experience Backup &
Recovery for Google Workspace today.

e Google Drive (including Shared Drives)

e Google Contacts If you're located outside of the US, Europe, or the UK and
want to try our product, please contact us at
TalkToUs@commvault.com. One of our team members will
be happy to assist with your onboarding.

e Google Calendar

STORAGE
e Google Cloud Storage

To learn more, visit commvault.com
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