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Commvault Cyber Resilience Course

OVERVIEW

In today’s evolving threat landscape, safeguarding your organization’s critical data and applications is
paramount. Commvault’s Cyber Resilience Course equips IT and security professionals with the knowledge and
skills to build a robust defense against cyber threats.

This comprehensive course will delve into the fundamental principles of cyber resilience, covering topics such as
early warning systems, threat detection, and advanced recovery techniques. You'll gain hands-on experience in
configuring and integrating Commvault solutions, including mastering the art of cleanroom recovery to minimize
downtime and data loss.

COURSE OBJECTIVES

By the end of this course, learners will be able to:

e Understand cyber resilience fundamentals e Optimize Commvault solutions

Describe how cyber events require cyber recovery
strategies that are different from disaster
and operational recovery.

Configure and integrate Commvault’s powerful
tools such as Cleanroom Recovery, Air Gap Protect,
and Cloud Rewind to strengthen your

) ) - organization’s cyber defenses.
e Describe best practices for cyber resilience

e Apply best practices for protecting Active Directory

Identify goals and metrics for effective
and Entra ID

cyber recovery plans.
Learn about Commvault’s solutions for identity and

e Master anomaly and threat detection access management.

and response

Learn how to identify and respond to potential
threats using Commvault’s anomaly and

threat detection capabilities. % EXAM
Completion of this course helps you
prepare for the Cyber Resilience exam.
Passing the exam is a requirement
for the Commvault Cloud Practitioner
certification.

COURSE FORMAT AND DURATION

¢ 1day for instructor-led; allow extra time for the exam

¢ 3 hours for self-paced; allow extra time for the exam

|ﬁ| Take the Next Step. Learn more and register at readiverse.commvault.com.

To learn more, visit commvault.com
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