3 Microsoft Commvault

Put your resilience to the test

Commvault Cloud
Cleanroom Recovery

Be prepared for when failure isn't an option o

As cyber attacks become more pervasive and increasingly intelligent, 42 /0

your organization’s data is in the crosshairs. To maintain continuous year-over-year increase in
business when the inevitable breach occurs, it is critical to have a cyber the number of observed
recovery plan in place. Unlike traditional disaster recovery, cyber recovery ransomware victims since
assumes compromise across production systems, backups, and recovery in 2025.

environments—requiring full restoration even when those environments
themselves may be at risk. Because of this scale and complexity, regular

cyber recovery testing may remain out of reach for most enterprises. $1 5 6T
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Commvault Cloud Cleanroom Recovery™ built on Azure is a first of its predicted global cybercrime
kind offering designed to make testing cyber recovery more costs by 2029.2
cost-efficient and accessible than ever.

With Commuvault Cloud Cleanroom Recovery:

Complex cyber recovery Restore operations Recover any workload
testing made easy and quickly after cyber events Wl 1o a verified clean Azure
Q affordable environment
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Read more in the ESG

Commvault Cleanroom Recovery is the first and only solution Technical Validation
to date Enterprise Strategy Group has validated that enables

recovery to an assured-to-be-clean environment, made
possible by Commvault’s any-to-any portability.

Tony Palmer

Principal Analyst and Practice Director,
Enterprise Strategy Group
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Benefits of Commvault Cloud Cleanroom Recovery on Microsoft Azure:

Test cyber recovery N Simplified with
4 scenarios to help automation and
enterprise-grade Al

enable readiness

Orchestrated recovery
DQ of any workload directly
to Azure

Enable non-disruptive
forensic analysis after
cyber incidents

with on-demand
failover environment

" Reduce downtime Demonstrate
Q () recoverability for cyber
insurance purposes

Industry leading cyber recovery readiness
with the power of Microsoft Azure

Cleanroom Recovery combines with Commvault Cloud Air Gap
Protect™ to help strengthen data security and recoverability

Commvault Cloud Air Gap Protect
Help enable recoverability with simplified, air gapped storage

Commvault Cloud Air Gap Protect ccombines the convenience and scale of on-demand cloud
storage in Azure with enhanced data security, immutability, and predictable pricing. A simplified
way to add that critical last line of defense and recoverability without requiring any additional cloud
expertise or management.

Benefits of Air Gap Protect:
+ Isolated, immutable, indelible backup copies + Help address compliance requirements
« Turnkey data resilience & recoverability « Simplified pricing with no egress charges

Better together: Commvault + Microsoft Have a MACC?

Commvault and Microsoft have partnered for 29+ years to deliver trusted, enterprise- Commvault solutions can help you retire your
grade data environments with cyber resilience solutions. Our solutions, built on Azure, Microsoft Azure Consumption Commitment

enable cloud resilience with NIST standards and zero-trust principles. Commvault and (MACC) using funds pre-approved for cloud

Microsoft help provide cyber resilience and rapid recovery for continuous business. expenditures. Contact the Commvault team to

learn more: microsoft@commvault.com
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