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Financial Services
Requires a New Level
of Cyber Resilience

Cyberattacks target financial trust

Financial institutions are one of the most targeted sectors for cyberattacks,
experiencing up to 300x more cyberattacks than other industries." Financial leaders
recognize that a successful cyberattack could destroy investor confidence, client
relationships and overall trust.

* 97% of all major banks in the U.S. experienced third-party breaches in 2024

- Malware-free intrusions continue to rise like identity-based intrusions and
vishing which saw 441% surge?

- Targeted intrusion events increased by 109% year-over-year

Cyberattacks are using automation, Al, and advanced social engineering to scale
attacks and maximize impact. Attackers exploit human behaviors to steal sensitive
data, making cyber resilience a strategic imperative for financial stability.

Cyber resilience for a regulated reality

As the financial industry adopts cloud, Al, and advanced analytics, organizations
are faced with a more complex environment putting data resiliency and identity
protection under increasing regulatory scrutiny, including DORA. Financial leaders
must assess:

« Are we equipped to protect customer, transaction, and risk data across hybrid

and multi-cloud environments? '.‘
- How do we restore identity access after compromise to support rapid recovery =
and operational continuity? ,‘

Do we have a proven, validated approach to quickly recover core systems that
meet regulatory requirements after an incident?
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Minimize operational downtime. Preserve customer trust.
Commvault and Microsoft can help financial institutions maintain:

« Continuous business: Rapidly recover critical banking, payment, and transaction systems to
help restore operations after cyber incidents

« Protect information: Help safeguard customer data, analytics, and regulatory reporting
platforms with unified resilience at enterprise scale

» Regulatory confidence: Conduct forensics and test cyber recovery plans with real-time access
policy monitoring and enforcement

« Adaptive security: Reduce risk with unified governance across clouds, regions, data centers,
and edge locations

Remain agile and protected with Commvault and Microsoft’s end-to-end solutions, designed to help organizations
strengthen data protection and support compliance across people, assets, workflows, and business processes.

O L

Air Gap Protect: Help protect Cleanroom Recovery: Test, restore, Identity Resilience: Rapidly recover
financial records in an isolated, and validate financial systems in Active Directory to re-establish trusted
immutable environment to help an isolated environment to help access across financial systems where
meet regulatory requirements for support compliance and help prevent identity compromises drive over 90%
continuous compliance. incidents with strict controls. of cyberattacks.

Cyber threats require a unified response

Financial service firms moving to modern platforms face similar cyber and operational risks — requiring unified security,
continuous compliance, and enhanced resilience. Commvault and Microsoft helped one customer protect 2,700
mailboxes and 70 on-premises systems, helping the organization meet retention requirements with unified hybrid
protection and rapid recovery.®

Schedule your demo Buy on Marketplace

Better together: Commvault + Microsoft Why Commvault

Commvault and Microsoft have partnered for 29+ years to deliver trusted, 14th consecutive year: 2025 Gartner Magic Quadrant
enterprise-grade data environments with cyber resilience solutions. Our Leader for Backup and Data Protection Platforms

solutions, built on Azure, enable cloud resilience with NIST standards and
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