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Active Directory Forest Level Recovery
Services for Commvault Cloud

DESIGNED FOR ACTIVE RESILIENCE - RECOVERY IS THE GOAL

HIGHLIGHTS

« Improved resilience through Professional Services-led planning and deployment of Commvault Cloud Active
Directory Forest Level Recovery capabilities.

« Right-sized delivery options with Essentials for streamlined onboarding and Enterprise for more
comprehensive, design-led recovery requirements.

» Testing with recovery runbooks executed in a test/isolated environment to validate recoverability while
minimizing disruption.

OFFERING SUMMARY

Active Directory is a foundational identity system — and recovery must be fast, repeatable, and reliable.
Active Directory Forest Level Recovery Services provide a structured approach to planning, deploying, and
testing Commvault Cloud’s Active Directory Forest Level Recovery capabilities for Active Directory forests.

These services are available in two primary engagement options:

e Essentials — A streamlined, cost-effective engagement intended for smaller organizations (recommended
for up to 4,999 users) and single-forest environments, focused on planning, deployment, and testing with
minimal complexity.

e Enterprise — A comprehensive engagement that includes deeper discovery, tailored on-premises and
networking configuration, and thorough runbook-based recovery testing for complex requirements.

CUSTOMER OUTCOMES
e Improved resilience and recoverability for Active Directory forests through guided implementation
and validation.

¢ Reduced downtime and disruption by using non-disruptive recovery testing approaches in a
test/isolated environment.

¢ Reduced complexity for smaller environments using a streamlined onboarding model (Essentials).
« Increased reliability and confidence through comprehensive testing and validation of recovery procedures.

o Expert support and knowledge transfer fromm Commvault professionals for guidance, troubleshooting, and

operational readiness.
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WHY USE ACTIVE DIRECTORY FOREST LEVEL RECOVERY?

o Automated recovery: Automates complex, multi-step recovery to reduce human error and speed recovery.

 Comprehensive protection: Supports recovery for the Active Directory forest, including Domain Controllers,
as part of a holistic approach.

e Frequent testing support: Enables regular cyber recovery testing to maintain preparedness.

e Integrated solution: Works within Commvault’s broader cyber resilience platform for unified protection
across workloads.

KEY COMPONENTS AND BENEFITS - ESSENTIALS VS. ENTERPRISE

Essentials Service Enterprise Service

(Rapid Onboarding) (Comprehensive Approach)
Pre-Deployment Readiness-focused: prerequisites Design-led: requirements review +
Planning discussion + kickoff/scheduling. planning workshop (topology, recovery

strategies) + documented recommended
configuration (infrastructure, networking,
recovery environment).

Deployment Scope Windows Domain Controllers: up to 5 Windows Domain Controllers: up to 25
Limits Virtual Server Agents: up to 1 Virtual Server Agents: up to 4

Backup gateways: up to 1 Backup gateways: up to 4

(deployed & tested) (deployed & tested)

Recovery test: runbook test of up to Recovery test: runbook test of up to

2 Domain Controllers in an isolated 5 Domain Controllers in an isolated

environment environment

Data centers: up to 1 Data centers: up to 2

WHAT IS ACTIVE RESILIENCE?
Active Resilience is the ability to confidently answer two critical questions:

e Are you protected?

e Can you recover?

Commvault Services helps you answer YES to both - not just at go live, but consistently over time. This

confidence is built by helping you achieve capability, not dependency.

Through structured knowledge transfer, clear and reusable document deliverables, and witness testing that
supports recovery outcomes, your teams can gain the skills, evidence, and operational readiness required to
recover. Protection enables resilience, but recovery is the goal - and Active Resilience enables you to be able to
achieve it when it matters most.

To learn more, visit commvault.com
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