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Commvault and HCLTech ensure global logistics 
company recovers rapidly after ransomware attack.
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CHALLENGE

A global logistics services company suffered a ransomware attack that locked 
files and shut down file sharing across multiple locations. The attack encrypted 
800TB of data, impacting 700 VMs.

The customer needed to:

• Reduce the risk of security breaches and future ransomware attacks and ensure 
data restores are effective and efficient, with data remaining uncorrupted

• Bolster employee confidence that data is always secure, accessible and reliable 

SOLUTION

The company turned to HCLTech to reduce the risk of security breaches, 
cyberthreats, and manage a complex data estate. HCLTech used Commvault® 
Cloud Autonomous Recovery to replace multiple existing solutions. 

The company now has:

• Robust data protection and management capabilities, including advanced 

ransomware protection to backup, archive, replicate and recover data -  

all foundedin a comprehensive zero trust strategy

• Single pane-of-glass to support workloads on-premises and in Microsoft Azure

• Extensive Commvault customer support 

• The ability to conduct a rapid 100% data restore within strict SLAs with no data loss

Increased efficiency

100% data restore with 
zero data loss

Minimized risk

Reduced the risk of 
security breaches and 
future ransomware 
attacks

Reliability 

The support staff is A+

Ease of use

Easy access to data

Increased security

Safeguarded 
confidence of 
employees that data  
is secure

“After thorough assessment of options, HCLTech chose Commvault as its 
partner of choice for cyber resiliency versus other solutions available in the 
market. We’re glad we made this choice, as when there was a cyberattack, 
we were able to recover 100% of data without much effort.”

Amit Tanwar 
Group Operations Manager
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