FedRAMP High Authorized @ Commvault

FedRAMP for Private Industry

@ The Federal Risk and Authorization Management Program (FedRAMP) is a government-
ey wide assessment program that provides a common framework for agencies to adopt
o~ public cloud-delivered solutions, providing a transparent and repeatable process
to validate the security protocols for cloud technologies. Commyvault® Cloud for
Government is the first and currently only data protection solution to achieve FedRAMP
Monoring | Authorizaton High Authorized status and is proven to meet the most stringent standards set forth by
the US government.

ACHIEVING FEDRAMP HIGH

FedRAMP High approval represents the gold standard for security, covering critical
automation controls, management oversight, reporting, monitoring, and more.

It is an intensive undertaking, requiring a full security audit by an independent

3rd party, the FedRAMP PMO, and the US agency consuming the technology.
Solutions must incorporate 421 required security controls and must also agree to FedRAMP Moderate
continuously monitor their solutions and improve their security stature as new 325 Required controls
vulnerabilities are created by adversaries.

FedRAMP High*

421 required controls

FedRAMP Low
125 Required controls

FEDRAMP FOR PRIVATE BUSINESSES

For private businesses committed to obtaining the highest data security standards, or whose failure to protect
sensitive data can result in adverse business outcomes, penalties, or steep fines, FedRAMP High Authorized
solutions offer elevated security controls that can mitigate risk. This includes organizations that contract with
federal agencies, who are publicly traded and must meet GAAP reporting requirements with respect to cyber
security, or whose data and Intellectual Property (IP) create potential business or national security risks if exposed.

FedRAMP High solutions deliver a stronger security posture to meet the ever-increasing risks of ransomware
and attacks on stored private customer data. They deliver both increased confidence and capabilities for
private industry to meet mandatory data security compliance regulations, such as the GDPR (governing
individual rights to data privacy) and CMMC (governing the protection of Controlled Unclassified Information
for the federal government).

ABOUT COMMVAULT CLOUD FOR GOVERNMENT
FedRAMP High

Commvault Cloud for Government is currently the first and currently only data Authorized
protection solution to meet FedRAMP High standards. Hosted on Azure Government
Cloud, Commvault Cloud is industry proven to keep your Saa$S app, endpoint, GCC High

and hybrid cloud data secure, recoverable, and compliant from today’s threats.
With enterprise-grade, multi-layered security built-in, Commvault Cloud includes
additional access, identification, and incident response controls that can extend
beyond federally mandated protocols and requirements.

CJIS Compliant

FIPS 140-2 Compliant

To learn more, visit commvault.com/platform/government-cloud
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