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Commvault® Cloud: Backup and Recovery for Active Directory

Protect AD from data loss threats

Microsoft Active Directory and Azure Active Directory (now Entra ID) are central to providing secure 
authentication for your business, and ensuring its recoverability is critical. Commvault Cloud, powered by 
Metallic® AI, allows you to safeguard critical AD data in the face of corruption, accidental deletion, or malicious 
attack. View what’s changed in your environment and revert those changes as efficiently as possible, to rapidly 
get your business back online.

• Single-solution protection of hybrid Microsoft AD and Entra 

ID environments

• Safeguard your Active Directory by protecting critical objects 

including GPOs, users, groups, and all their relationships

• Ensure roles, conditional access, policies, and more can be 

rapidly restored storage options

• Get layered security with encryption and air-gapped 

ransomware protection

PROVEN SECURITY AND RECOVERABILITY

Consistent backups for peace of mind 
Leave complex backup scripts behind with purpose-
built data protection. Ensure frequent backups to be 
able to roll back AD and undo damaging and unwanted 
changes in the face of accidental deletion, data theft, 
cybersecurity threats, or other emergencies.

Fast, granular recovery 
Flexible, granular recovery allows administrators 
to quickly recover only the missing, damaged, or 
misconfigured object attributes, and get your business 
systems or users back online quickly without the need for 
a full restore of an entire Active Directory environment.

Easy to manage  
Protect Active Directory in hybrid environments with 
a single enterprise-grade solution for use with on-
premises or cloud applications like Microsoft Office 
365 and Microsoft Dynamics 365. Simple SaaS delivery 
means no-hassle deployment, no backup infrastructure 
to manage, and automatic updates.
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SUPPORTED PLATFORMS AND APPLICATIONS

Active directory

Microsoft Active 
Directory

• On physical or virtual servers, on-premises or in the cloud

Microsoft Entra ID

Storage targets

Cloud storage • Included for Entra ID

On-premises storage (BYO for Microsoft Active Directory)

• Commvault Distributed Storage

• Dell EMC Isilon, Data Domain

• Hitachi HNAS, VSP, HCP

• HPE Primera, Nimble, 3PAR

• NetApp E-Series

• Pure Storage FlashArray
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