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Commvault® Cloud Threatwise
Modern Data Protection Success Stories

Proven and versatile deception technology across any industry.

Commvault Cloud Threatwise patented technology delivers next-generation early warning into ransomware
and zero-day threats. With Threatwise, you get the industry’s first cyber resilience solution with fully-
integrated threat deception, enabling you to engage and surface zero-day and unknown ransomware threats
early—before data leakage, encryption, exfiltration, or damage.

Compose a deceptive network of decoys and fake assets, scattering trip wires across real environments.
Trick bad actors into compromising false resources with lightweight, highly configurable threat sensor.

Using no more than an available network IP to mimic any asset, Threatwise sensors come in two variations:
preconfigured or adaptive. Preconfigured sensors deliver off-the-shelf, precanned decoys that emulate
common network resources and assets, while adaptive sensors promptly scan and emulate highly specialized
assets unique to your business - for complete coverage of your environment.

INTELLIGENT THREAT SENSORS
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Preconfigured Sensor

industry specifics.

Adaptive Sensor

twin to engage malicious activity on first touch.

Real Customer Use Cases

Deploy agentless sensors across the network, cloud and SaaS instances based on one of more
than 50 templates from 8 device categories, such as loT devices, servers, workstations and

Create unique sensors highly specialized for your environment. Generate decoys that mimic your
real, specialized resources in minutes by fingerprinting assets to construct a mirrored seamless

Our patented deception technology has successfully helped customers across industries to prevent severe
business impact from threat actors and here is how they did it:
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Financial
Stopped silent threats at

Technology

Detected misconfigurations
the start and unmasked and malware bypassing the
remanufactured malware organization’s collection
with best of class of security tools and
deception technology. automated responses

were triggered.
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Manufacturing
Protected operational
integrity with specialized
technology for Industry
4.0 to cover dark network
corners with zero impact
on production.

Healthcare

Unveiled silent exfiltration
of confidential data

by detection of lateral

movement across medical

devices and PACS systems.
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Public sector
Provided data
management with best
security posture, a fully
compliant data protection
for critical infrastructure.

To learn more, visit commvault.com

@ Commvault

commvaultcom | 888.746.3849

@ X I B @ ¢

© 2023 Commvault. See here for information about our trademarks and patents. 12_23


https://www.commvault.com
https://www.commvault.com/IP
https://www.commvault.com/
https://www.commvault.com/blogs
https://www.youtube.com/user/commvault
https://www.linkedin.com/company/commvault/
https://www.facebook.com/Commvault
https://twitter.com/commvault
https://www.commvault.com/contact-us#chat

