DATA SHEET

@ Commvault

Commvault® Cloud: Backup and Recovery for Microsoft 365

Your docs, inboxes, and conversations

need protection too

Commvault Cloud, powered by Metallic Al, delivers powerful, enterprise-grade Microsoft 365 data protection.
With broad-ranging coverage across the entire Microsoft 365 environment, Commvault keeps valuable data
safe from deletion, corruption, and ransomware attack—all with the simplicity of SaaS.

DATA RESILIENCY AND CYBER RECOVERY

e Advanced privacy, data security, and Al built-in

e Isolated and immutable backups, outside
production environments

e Dedicated controls to meet SLA and

compliance requirements

@ Complete coverage
A

Comprehensive protection across
Exchange, Teams, OneDrive, and SharePoint
data. Effortlessly locate active or deleted
data, rapidly recover from attack, and meet
your SLA and compliance requirements
with ease.

‘&:ﬁ Enterprise-grade protection

Go above and beyond for your critical
Microsoft 365 data. With stringent security
standards, privacy protocols, and
zero-trust access controls built-in,
Commvault Cloud provides multi-layer
data protection minimize cyber attacks and
combat today’s data loss threats.

Award-winning Saa$s

With Commvault Cloud Backup &

Recovery for Microsoft 365, you get cost-
effective data protection, without the
complexity. Harness the power of hassle-
free deployments, maintenance, and
management. Saas that’s proven to reduce
costs and eliminate headaches—so you
only pay for what you need.

Data Protection Detals
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e Long term, extended retention, beyond recycle
bin limitations
e Granular search and eDiscovery
¢ Flexible point-in-time and out-of-place
recovery options
e Deduplication and compression for
optimized performance
¢ Self-service, end user restore options
e Commvault Cloud with Premium Microsoft 365
Backup Storage for high-speed bulk restore option

e Isolated, air-gapped backups from source data

e Layered security plus GDPR compliance

e At-rest and in-flight data encryption

e Role-based, SSO, SAML authentication controls

e Advanced security insights and threat monitoring

e Azure storage and extended retention included

e No hardware or large upfront capital investments
e Zero egress fees or hidden storage charges

e Automatic updates and maintenance built-in
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SUPPORTED PLATFORMS AND APPLICATIONS

Platforms

Windows Apps:

e Microsoft 365 Exchange Online
e Microsoft 365 Teams

» Microsoft 365 SharePoint

e Microsoft 365 OneDrive

e Microsoft 365 Groups

e Microsoft 365 Project Online

Environments and Storage

Environments e Commercial
e GCC
e GCC High
Storage e Extended storage and retention included

To learn more, visit commvault.com
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