Five Pillars of

DORA
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How Commvault solutions can help
support your compliance efforts.

O/‘ Digital Operational
Resilience Testing

Commvault® Cloud Cleanroom™ Recovery

has the unique ability to orchestrate cyber
recovery testing with a cleanroom in the
public cloud or on-premises. This includes an
air-gapped copy of the data and recovery
orchestration to a clean tenant.

Testing and practice of full-scale cyber
recovery can be performed on-demand so
you can identify gaps in your plan and close
them, giving you the confidence that your
data and systems are resilient and teams are
|| prepared for cyber incidents.

Risk Management
Requirements 02

@' Commvault Cloud provides flexible and
automated recovery processes and supports
multiple locations in data centers and
private/public cloud providers.

@ Build a zero-trust, secure cyber recovery
platform with a security posture dashboard.
This platform provides secure, encrypted, and
immutable backup copies.

(& cCommvault Cloud Risk Analysis helps you
identify and classify data.

@ Commvault Cloud® Threat Scan and
Threatwise allow organizations to proactively
detect anomalies in file and user behavior.

@ Threat Scan scans files for malware before
and after backup so you can confidently and
cleanly restore data in the event of
an incident.

O 8 Incident Reporting

Commvault Cloud

e Streamlines Incident Response and Threat
Intelligence processes through extensive
ecosystem integration capabilities.

e Assists in providing early warning indicators
and assists in meeting the requirement of
responding within specified timeframes to
significant incidents by utilizing anomaly
detection.

e Provides reports based on configuration and
data collected by the platform.

Third-Party 04

Risk Management

Commvault’'s any-to-any portability of data
and underlying infrastructure provides
seamless data and application migration to
and from third-party providers, and can be
used as an exit strategy or data migration
solution in the event of a provider outage.

Information Sharing

Commvault Solutions

e Integrate with leading SIEM & SOAR and threat
intelligence sources to deliver and enrich alerts
and intelligence in tools your SecOps teams use
every day.

e Allow for multiple format threat intelligence and
log sharing over multiple encrypted and
authenticated channels.

e Threatwise gathers telemetry from your
environment as well as threat actor interactions
with decoy systems so you can understand
exactly what an attacker is doing in your
environment, what credentials they are
attempting to use, and details about their
behaviors inside your environment.

Read Mastering DORA: Strategies for Digital Operational
Resilience for more information.

Contact our team to learn more about how Commvault solutions
can aid your organization in complying with DORA provisions.
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