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EMIRATES NATIONAL OIL COMPANY

Emirates National Oil Company establishes business
continuity and slashes costs with Commvault
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Leading global oil and gas supplier speeds
up recovery by 88% and slashes OPEX by
40% with a single cyber resilience platform
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At a Glance

e Leading global oil
and gas supplier for
the energy sector
value chain

e Operates energy
businesses
and general
services across
multiple countries

Key Assets Protected

¢ 1PB of backend data
in the main site and
1PB in the disaster
recovery site 100+
applications, including
ERP and CRM systems

¢ 12 database clusters

¢ 3,200 Microsoft
365 mailboxes

e SharePoint Online

The Backup Environment
e Commvault Cloud
HyperScale X

e Commvault Cloud
Backup & Recovery
for Microsoft 365

e HPE Apollo hardware
4200 Genl10

@ Commvault

CHALLENGE

e Time-consuming and costly process to restore data with tapes and multiple
backup solutions, which negatively impacted continuous operations of
energy businesses

e Requirement for a single, high-performing cyber resilience solution to improve
data management efficiency and reduce overhead

e Needed a SaaS-based backup solution to protect Microsoft 365 mailboxes and
support future growth

SOLUTION

e Deployed Commvault Cloud HyperScale X™ to protect all the workloads in the
on-premises environment and cut operating costs

e Added Commvault Cloud Backup & Recovery for Microsoft 365 to backup and
restore email data and further reduce costs

RESULT

e 67% less time to restore ERP database for 220 fuel stations with a single,
high-performing cyber resilience solution

e 66% time-savings for engineers to manage backups and recovery
e 88% faster system recovery, minimizing downtime
¢ 40% reduction in operating expenses (OPEX)

e Doubled the storage capacity and scalability to support future growth

Commvault’s tailored, scalable and high-value
solutions meet our demand for navigating complex
and evolving data challenges, supporting our
journey of fuelling the sustainable and economic
growth of Dubai.”

His Excellency Saif Humaid Al Falasi
Group CEO, Emirates Natural Oil Company

ENOC GROUP LEVERAGES COMMVAULT’S HYBRID CYBER RESILIENCE SOLUTIONS TO
DRIVE EFFICIENCY AND BUSINESS CONTINVITY

ENOC Group, a leading integrated global energy player wholly owned by the Government of Dubai, has
harnessed the unified data protection and management solutions of Commvault’s advanced Al-powered
platforms to modernise its on-premises and cloud infrastructure and to benefit from improved operational
efficiencies, reduced overheads, and business continuity across the Group’s network.
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In partnership with Commvault, a leading provider of cyber resilience and data protection solutions, ENOC
Group has deployed industry-leading hybrid cloud security and data protection systems to address critical
cyber security challenges, simplify data protection, and reduce the risks and costs of managing a complex
information environment. Consolidating the backup and recovery solutions provided by HyperScale X and
Backup & Recovery for Microsoft 365 into a single platform, the leading UAE energy company can now restore
data in just four hours rather than 14 to16 hours previously, taking 67% less time to restore its ERP database for
220 fuel stations. This has significantly slashed its operational expenses and doubled the storage capacity to
support seamless operations and mitigate the risk of system failure.

His Excellency Saif Humaid Al Falasi, Group CEO at ENOC said: “Keeping data safe and businesses resilient
are integral to keep ENOC Group's varied business operations running efficiently and customer services
functional. The deep cloud expertise and best-in-class cybersecurity solutions from Commvault have brought
in significant cost and time savings, enabling the Group to drive more focus on business intelligence and
future growth strategies. Commuvault’s tailored, scalable and high-value solutions meet our demand for
navigating complex and evolving data challenges, supporting our journey of fuelling the sustainable and
economic growth of Dubai.”

To protect the workloads of its vast network of fuel stations, ENOC Group utilised the modern integrated
solutions offered by HyperScale X, for high-performance backup and recovery and enhanced protection
from cyber threats and data breaches. This has helped ENOC Group to streamline its hybrid cloud data
management and reduce supply chain and business disruptions.

With HyperScale X, ENOC Group now ensures a continuous supply of fuel to stations across different sites.
Automating the process for backup and recovery by replicating the data between the main production
site and the disaster recovery site has further led to an 88% faster system recovery, minimising downtime,
and resulting in 66% savings in time for ENOC Group's IT personnel from the tedious tasks of daily
hardware management.

The Group achieved further 40% reduction in operation expenses (OPEX) by leveraging the Saa$S cyber
resilience solutions that are built in the cloud and which helps preserve data copies outside of source
environments. Commvault’s Backup & Recovery for Microsoft 365 has thus protected ENOC Group's data
copies from ransomware attacks and accidental deletion or tampering that could otherwise impact its
business and supports its need of a SaaS-based backup solution to protect Microsoft 365 mailboxes.

The Al-supported offerings from Commvault continue to safeguard ENOC Group's key digital assets including
1PB of backend data in the main site and 1PB in the disaster recovery site, 100+ applications, including ERP and
CRM systems, and 12 database clusters, among others.

To learn more, visit commvault.com
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