BUILDING CLOUD RESILIENCE .

: Sedhilessly resume operations with
@ Commvault Cloud Rewind from Commvault




Traditional vs. Cloud Apps

The continued adoption of cloud computing puts
increased importance on securely storing and protecting
your data, dependencies, and applications, in any
location or point of time. Cloud Rewind from Commvault
allows you to continuously discover, protect, recover,

and rebuild to deliver cyber resilience and maintain
continuous business operations.
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MISCONFIGURATION UNAUTHORIZED ACCESS INSECURE INTERFACES cloud environments! Cloud applications are dynamic and complex.

Do you know what'’s running and protected in your
cloud environment?

Learn more about the primary and secondary
uses cases of Cloud Rewind to help you build cloud
resilience at your organization.
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https://www.gartner.com/en/newsroom/press-releases/2023-11-29-gartner-says-cloud-will-become-a-business-necessity-by-2028
https://global.fortinet.com/lp-en-2024-cloud-report?utm_source=Paid-Search&utm_medium=Google&utm_campaign=Cloud-NAMER-US&utm_content=RR-2024_CSR-G&utm_term=2024%20cloud%20security%20report&lsci=701Hr000001llE8IAI&UID=ftnt-4644-227220&s_kwcid=AL!11440!3!698060864610!e!!g!!2024%20cloud%20security%20report&gad_source=1&gclid=Cj0KCQiA-aK8BhCDARIsAL_-H9nyQq74YzaCOnj5dEN_oDH7ngnIRgWzh2wLxGGGDZFnV3NqBvkaHGoaAgjDEALw_wcB

CLOUD RESILIENCE PRIMARY USE CASES

With automated continuous discovery and dependency mapping, you can avoid manual
application blueprinting for resilience and avoid drifts from production with no human effort.

With the ability to protect cloud configurations away from your primary cloud provider, you can
recover lost cloud service configurations — recover load balancers, security groups, gateways,
Paas or Serverless andmuch more — and rebuild isolated environments (cleanrooms) after a
ransomware attack away from the infected environment.

On-demand cloud configuration drift views let you centrally identify
cloud configuration drifts between points in time and identify

cloud misconfigurations (which cause 15% of cloud

application outages).

@ Com mval,]l,tqa © 2025 Commvault 3



. CLOUD RESILIENCE PRIMARY USE CASES

"Environment

Disaster
Recovery

With cloud-native data backup, you can recover a lost VM, database service
instance, serverless (function app, web app), in the same region or across
another zone.

Cloud Rewind also can be used for cloud-native data replication, so you
can avoid regional data loss with continuous low-RPO, forever-incremental
replication to another region, cloud account, or cloud tenant (AWS).

Automated Recovery-as-Code allows you to save on cloud infrastructure
cost with on-demand cold DR. You can avoid manual runbooks creation
and maintenance, cloud infrastructure/architecture skill requirements,
cloud service sequencing know-how for applications, and cloud
infrastructure-as-code knowledge gap.
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CLOUD RESILIENCE PRIMARY USE CASES eBOOK

y . Ransomware
& Cyber
Recovery

‘ O of data breaches
g@? g happen on
O O the cloud!

The Dual-vault Cloud Time Machine allows for Isolated Environment
Recoveries with one click — providing continuous business in another region
or account. You also can save the infected environment for forensics.

With immutable cloud configuration data copies, you can recover cloud
service configurations, even after a complete cloud account takeover.

You'll also have immutable application data copies, so you can recover
data in isolated regions from golden copies after a ransomware attack.

With automated Recovery-as-Code from golden copies, you can rebuild
after an attack — hyperfast, at-scale, and with just a few clicks — with a
minimum team with no prior cloud application infrastructure knowledge.
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https://www.sentinelone.com/cybersecurity-101/cloud-security/multi-cloud-security-challenges-and-solutions/
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Secondary Use Cases

The secondary use cases for Cloud Rewind
(at no additional cost) include:
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Q Quick Dev/Test environments with latest applications and = Kl &

| real-world data from production = ol
Q Weekly extensive security test environments without KHRSERRIES SR AR Saas

| disturbing production
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Q Region migrations to optimize cloud costs and resilience requirements ﬁ cloud

' S GCP Cloud — Rewind” <« AwscCloud [
Q Global organizations can periodically sync applications and data ® S BE

| from main production to other global regions for data sovereignty Copilot & E&
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Q SOC 2 Type Il reports with DR tests with Vanta integration ! ! ! !

I Same Across Cross Cross
® Painless chaos engineering with known fault injection testing Zone Zone Region Tenant

with rapid production clones
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Request a demo or free trial of Cloud Rewind

to see how it can help you recover, rebuild,
and restore your cloud.

commvault.com | 888.746.3849 | get-info@commvault.com
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